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= https://docs.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-directory-readers-role
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. < Key Vault Integration — Option 1

Linked Service @ /7\
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Managed '{}

ldentity Other Resources
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= . < Key Vault Integration — Option 2

|
I
Output
{

“value™: "Helloworld!",
“id™; "https://trainingkeys01.vault. azure.net/secrets/DemokeyGetWithWebActivity /0b8ccf8e52b24 1eaac58ba33cTa4dacs",
“attributes™ {

“enabled™: true,

“created™ 1645623501,

"updated™ 1645623501,

“recoveryLevel™ "Recoverable+Purgeable”

Set Variable

kL

“tags™: {},

"ADFWebActivityResponseHeaders": {
"Pragma™ "no-cache",

Web

x Secret Name I
Get Secret Value

“x-ms-reguest-id": "a17107f2-8%e3-45b4-81d1-637d92d575d0",
"x-ms-keyvault-service-version™ "1.9.291.1",
“x-ms-keyvault-network-info": "conn_type=Ipv4;addr=51.104.25.10:act_addr_fam=InterMetwork;",

________.t___

I I D DD D DN D D D D D B S B . I I D D N - m, n "
Cache-Control™ "no-cache",

Managed
: " e d, b e "
|dentity X Powered By ASANET,

"Content-Length™ "258",
"Content-Type™ "application/json; charset=utf-8",
“Expires"; "-1"
3
"effectivelntegrationRuntime": "AutoResclvelntegrationRuntime (UK South)®,
“executionDuration": 0,
v “durationinQueus"; {
“integrationRuntimeCueue™: 1
I3
“billingReference™: {
“activityType": "External Activity",
“billableDuration™ [
{

-3

"meterType"™ "AzurelR",
"duration™: 0.016666666666666666,
"unit™: "Hours"

https://docs.microsoft.com/en-us/azure/data-factory/how- Key Vault
to-use-azure-key-vault-secrets-pipeline-activities
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Linked Services

Integration Runtimes 0
% Azure IR

" Hosted IR
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f SSIS IR
Triggers Encrypted with a Microsoft Managed Key (@) I E
" |

| Encrypted with a Customer Managed Key é’) I
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= . < Customer Managed Key

Limitations and Issues

e Customer keys can only be stored in Key

System Key Customer Key Vault.
________________________  (Can’t be applied to existing Data Factory
instances.
4 * Doesn’t work with Managed Virtual
Managed @ Gt Networks.
ldentity 1 :
Wrap Key , o .
Unwrap Key Caq t.t?e included in ARM templates
definitions.

 Must be manually version controlled.

Key Vault
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Open Azure Data Factory Studio
Start authoring and monitoring your data
pipelines and data flows.

Open x4

Read documentation

Learn how to be productive quickly.
Explore concepts, tutorials, and samples.

Learn more |:7|I
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[ N N ] -O-)_ /
D Connection Administrator
I . .
Azure Asure Data Pipeline Executor %€
Tenant Factory Dataset Reader

Owner (i)

Contributor (&)

Reader (1)

Data Factory Contributor (0
Log Analytics Contributor (O

Log Analytics Reader (D

Managed Application Contributor Role (0

Azure Active User
/Directory Account
Managed Application Operator Role (0

Managed Applications Reader (D)
REST Monitoring Contributor (@
... - Monitoring Metrics Publisher @
.. 4 Monitoring Reader (0

. N ET Resource Policy Contributor (O
Framework J
-

User Access Administrator (0




= ,. < Accessing Data Factory — Custom Roles

EEn -/

-
Azure Azure Data
Tenant Factory
Owner ()
Contributor (i
Reader @

Azure Active

/Di rectory

"Actions": [

"Microsoft.DataFactory/operations/read",
"Microsoft.DataFactory/factories/pipelines/read”,
"Microsoft.DataFactory/factories/linkedServices/read"”, &
"Microsoft.DataFactory/factories/datasets/read",

"Microsoft.DataFactory/factories/dataflows/read"”,

"Microsoft.DataFactory/datafactories/read"
1, Monitoring Reader (0

m ADF Pipeline Executor

User Data Factory Contributor (3
Account 4 Log Analytics Contributor (O

Log Analytics Reader (D

Managed Application Contributor Role (0
Managed Application Operator Role (0

Managed Applications Reader (D)

Monitoring Contributor (@

Monitoring Metrics Publisher

Resource Policy Contributor (O

m ADF Reader User Access Administrator (i)




.. < Accessing Data Factory — Custom Roles

=
Azure Azure Data
Tenant Factory
Azure Active User -
/Directory Account ‘ & Set per Subscription

Premium Tenant

Azure CLI PowerShell Portal Resource Group Ul
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. Auto (Default) Integration Runtimes

Dedicated Integration Runtimes

Private Endpoint Connections

Customer Managed Keys

System Managed Identities

User Managed ldentities

Service Principals

Integrated Credentials (Preview)

Custom User Access Roles

Default User Access Roles
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