Azure Data Factory Fundamentals

Lab 1 — Create Azure resources

Welcome to Lab 1!

To complete the labs, you’re going to need an Azure subscription (if you don’t have one, you can sign
up for a free trial). Whichever subscription you choose, you’ll need enough access to create
resources in it.

Lab 1.1 — Create a resource group

Resource groups are logical containers for resources in Azure. In this lab you will create a resource
group to contain all the resources you build in later labs. This will make cleaning up easy — when
you’ve finished all the labs, you can just delete the resource group.

1. Inthe Azure Portal, click “Create a resource” and search for “resource group”.

2. Inthe “Marketplace” search results, find the “Resource group” tile, then use its “Create”
dropdown to choose the “Resource group” option:

P search resources, services, and docs (G+/) e richard@richardswinba... ﬁ
RICHARDSWINBANICNET (RICHA. ..

Home » Create a resource >

Marketplace - X

Get Started |;’ resource group * Pricing : All < Operating System : All < Publisher Type : All X

Product Type : All X Publisher name : All X

Service Providers \:‘ Azure services only

Management Showing 1 to 20 of 91 results for ‘resource group'. Clear search B Tile view ~
Private Marketplace n
Private Offer Management

Resource group Resource Scheduler Application group

My Marketplace

Microsaft Lumagate Inc Microsaft
Favorites Azure Service Azure Application Azure Service

Manage and deploy resources in an An easy-to-use web application to Azure Virtual Desktop resource
Recently created application together schedule start/stop of Azure laas

[virtual machine) resources,
Private products

) Starts at
Categories Free

IT & Management Tools Create <@ Create ~ <& Create ~ &

31
Resource group

Netwerking (27) !r‘ H !t

3. Onthe “Create a resource group” blade, choose your subscription and give the resource
group a name. Choose the Region geographically closest to you.

4. Click “Review + create”, then “Create”.
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Lab 1.2 — Create data lake storage

Data lake storage is blob storage in an Azure storage account, with a specific important feature:
hierarchical namespaces are enabled. This makes certain file operations — renaming file folders, for
example — much more efficient.

1. Inthe portal, click “Create a resource” and search for “storage account”. Find the “Storage
account” tile in the “Marketplace” search results, then use its “Create” dropdown to start
configuring a new storage account.

2. Complete the Basics tab like this:

e Choose your subscription and the resource group you created in Lab 1.1.

e Enter a storage account name — this must be globally unique (across the entire
Azure cloud).

e Choose the same region you specified for your resource group. Having storage
located close to you makes for faster data transfers.

e Choose “Standard” performance.

e Choose redundancy option “Locally-redundant storage (LRS)”. (This is nice and
cheap for lab work, but you’ll want something more resilient in a production
environment!).

Home > Create a resource » Marketplace >

Create a storage account X

Basics Advanced MNetworking Data protection Encryption Tags Review

Selact the subscription in which to create the new storage account. Choose a new or existing resource group to organize and -
manage your storage account together with other resources.

Subscription * | Azure subscription 1 . |
Resource group * | adflabs2023-rg v |
Create new

Instance details

If you need to create a legacy storage account type, please click here,

Storage account name (O ¢ | adflabs2023s2 |

Region (O * | (Europe) UK South v|
Deploy to an edge zone

Performance (@ *

@ Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy @ * | Locally-redundant storage (LRS) v

m Mext : Advanced » £ Give feedback

3. Onthe Advanced tab, enable hierarchical namespaces. This step is essential to make this
storage account a data lake.
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Basics Advanced MNetworking Data protection Encryption Tags

I TL3 VeSO L) | St e

Review

Permitted scope for copy operations

. From any storage account
(preview) @ J &

Hierarchical Namespace

big data analytics worloads, and enables access controflists (ACLs) Learn more

Enable hierarchical namespace

Hierarchical namespace, complemented by Data Lake Jorage Gen2 endpoint, enables file and directory semantics, accelerates

4. Click “Review”, then “Create” — you may need to wait a few moments for automatic

validation to complete before the “Create” button becomes available. When the data lake
finishes deploying (this may take a couple of minutes) click “Go to resource”.

The “Data storage” section of the storage account blade sidebar menu contains an option

for each of the four supported storage types:

Home > adflabs2023sa_1685207431731 | Overview >

4 adflabs2023sa =

Storage account

|/9 Searc | <

- OLUIdYE Ul

5 Upload = ]E[ Delete

Cpen in Explorer

-

-~ Essentials
Data storage
Resource group (move)

B Containers adflabs2023-rg

& File shares Location

T Queues UK south
Subscription (move)

BE Tables P {

Azure subscription 1

Seruritu + natwarkinn L L

> Move v 'f_) Refresh :-: QOpen in maobile
JSON View
Performance

Standard

Replication

Locally-redundant storage (LRS)
Account kind

StorageV2 (general purpose v2)

Prmsicimminn rbndn

If the icon for the “Containers” button looks like the one on the left (below), you’re in
business. If it looks like the one on the right, you forgot to enable hierarchical namespaces —

delete the storage account and have another go.
Data storage

B Containers

/ Data storage

Containers

X

Click on the data lake “Containers” menu option to open the list of containers. A single
container called “Slogs” is already present, created automatically to contain log files for the
storage account itself. Use the “+ Container” button to create a second, private container,
with the name “lakeroot”. After creation, the container appears in the list.
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Home > adflabs2023sa_1685207431731 | Overview > adflabs2023sa

@ Successfully created storage container K
.‘ adflabs2023sa | Containers = # - Successfully created storage container 'lakeroot’.
Storage account

|,-'-7 Search | € = Container ore containers O Refresh f Delete
B storage browser | Search containers by prefix |
Data storage @ Show deleted containers
I Containers
. Name Last modified Public access level Lease state
8 File shares

[] slogs 5/27/2023, 6:10:56 PM  Private Available
M Queues

[] lakeroot 5/27/2023, 6:26:57 PM  Private Available
M Tables

Securitv + netwaorkina

6. Click on the new “lakeroot” entry to open the container. The menu bar above the list now
contains a “+ Add Directory” button — use this to create three directories in the container:

n o

“Raw”, “Cleaned” and “Prepared”.

== lakeroot - X
Container

|/9 Search < T Upload -+ Add Directory 'f_) Refresh

0 Overview Authentication method: Access key (Switch to Azure AD User Account)

Location: lzkeroot
£? Diagnose and solve problems

Search blobs by prefix (case-sensitive)

@ Show deleted objects

B Access Control (1AM)

Settings
@, shared access tokens Name Modified Access tier Archive status
99_ Manage ACL D Cleaneo
Access policy D Prepared
Il Properties U Raw
3
0 Metadata

Lab 1.3 — Create an Azure Data Factory

The main event! It’s time to create your Azure Data Factory instance.

1. Inthe portal, click “Create a resource” and search for “data factory”. Find the “Data Factory”
tile in the “Marketplace” search results, then use its “Create” dropdown to start configuring
the new factory instance.

2. Complete the Basics tab like this:

e Choose your subscription and the resource group you created in Lab 1.1.

e Enter a data factory name — this must be globally unique.

e Choose the same region you specified for your storage account. This has cost
implications — transferring data from a storage account in one region to a data
factory in another incurs an outbound data transfer charge (called a “bandwidth”
charge).

e Accept the pre-populated version V2 (it is the only option available).
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Home > Create a resource » Marketplace >

Create Data Factory - X

Basics  Git configuration Networking Advanced Tags Review + create

Cne-click to create data factory with sample pipeline and datasets, Try it

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (0 | Azure subscription 1 AV |
Resource group * (@ | adflabs2023-rg ~ |
Create new

Instance details

Name * & | adflabs2023-adf /|
Region * @ | UK South ~ |
Version* @ | V2 i |

| Previous | | Next : Git configuration > | &7 Give feedback

3. You can connect your new factory to a Git repository on the Git configuration tab, but for
the purposes of these labs we will omit that step — make sure that the “Configure Git later”
checkbox is ticked.

4. Click “Review + create”, then “Create”. When the factory deployment is complete, click on
“Go to resource”. On the factory’s portal Overview page, launch Azure Data Factory Studio
to connect to your new factory.

Home » Microsoft.DataFactory-20230527183217 | Overview >

i, adflabs2023-adf = = - X

Data factory (V2)

|/9 Search | < ] Delete

By Overview ~ v Essentials JSON View
Activity log

fa Access control (IAM)

¢ Tags

&® Diagnose and solve problems

Settings Azure Data Factory Studio

<&y Networking .
Launch studio
Managed identities

Properties

b it @

Quick Starts Tutorials Template Training

Irrle -t Zallars Bndnlac
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Lab 1.4 — Connect to the data lake

To enable ADF pipelines to use data in the lake you will need a data factory linked service
connection.

1. Inthe ADF Studio sidebar, click the “Manage” button to open the Management Hub.

Microsoft Azure | DEIERET ) Search

b

richard@richardswinbank.net f)
RICHARDSWINBANK NET

o N
N

[z L]

-

ﬁ Data factory

¢ adflabs2023-adf
©

A e d il
3 A Ingest Orchestrate Transform data
H m‘
b L P Fadn fran Anta mimalines ._ L4 Teancfarm vmor dnka ieina

2. Select the “Linked services” item from the “Connections” section of the Management Hub
sidebar, then in the main Linked services pane click “+ New”.

=4 By Data Factory -~ ~L Validate all (1) Preview experience a of (O
# < Linked senvi
Linked services
General . . o .
i Linked service defines the connection information to a data store or compute. Learn more [

2] Factory settings

‘l‘ MNew

e

Connections

@ Linked services | "_Filter by name

1]

M Integration runtimes Showing 0 - 0 of 0 items

(]

@ Microsoft Purview

Source control

&% it ranfiniestian

3. Search for “data lake”, then choose “Azure Data Lake Storage Gen2” and click “Continue”.

By DataFactory ~ £ Validate all New linked service

<« .
Linke: Data store  Compute

General

Linked <

T+ N

| £~ data lake

[} Factory settings

All Azure  Database  File  Generic protocol  NoSQL  Services and apps

Connections

@, Linked services ¥ Fily

& Integration runtimes Shawit —
@ Microsoft Purview 4

Source control

vEe s >

Azure Data Lake Storage Azure Data Lake Storage

0 Git configuration
Gen1 Gen2

@ ARM tem plate

Author

L P B e e

4. Configure linked service details on the “New linked service” flyout like this:
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e Giveitaname.

e Choose Authentication type “System Assigned Managed Identity” — this uses an
Azure Active Directory service principal, created automatically for your data factory
when you deployed it. This type of service principal is called a Managed Identity.

e Choose your data lake storage account from the Storage account name dropdown.

5. Click “Test connection” at the bottom of the blade. The connection test will fail — this is to be
expected! Use the “More” link next to the “Connection failed” message — the error details
will indicate that the test operation “returned an invalid status code ‘Forbidden’”. This is
because the factory’s managed identity does not have access to the data lake yet.

? Py DataFfactory ~  ~£ Validateall New linked service
B Azure Data Lake Storage Gen2 Learn more [
) Linke
‘ gEvEE linkede  Connect via integration runtime * @
- [ Factory settings AutoResolvelntegrationRuntime - |
+ N
@ Connections Authentication type Error details J X
B (et sarias ' Filty System Assigned Man
. ; . Error code ADLSGen2ForbiddenError [
It Integration runtimes Showii  Account selection met|
¥ @ Micosoft Purview (@) From Azure subscrif patails ADLS Gen? failed for forbidden: Storage operation " on
@ oo oo )]

Azure subscription : valid stat ) e Forbidd ooksibl
returned an invalid status code ‘Forbidden", Pofsible
ST RN Select all Eoot cocec (10 be e cible oo oo sl o
f
® Git configuration principal or managed identity don't have enough
Storage account nam permission to access the data, (2). Please check storage

@ ArRm template adflabs2023sa network setting whether public network access is

disabled. If disabled, use Managed Virtual Network IR

Author Managed identity nam¢ and create Private Endpoint to access.
B Managed identity objec https://docs.microsoft.com/en-us/azure/data-
Triggers Grant Data Factory serv factory/managed-virtual-network-private-endpoint. -

Learn mare [
@ Global parameters

Test connection @ R ] How helpful or unhelpful was this error message?

£R Data flow libraries -
(®) To linked service  {

Security
“p credentials connection -':”

Back &, Test connection Cancel
@ customer managed key

-

6. You will grant the necessary access in a moment — for now, just close the Error details popup
and click “Create” to create the linked service.

Lab 1.5 — Grant access to the data lake

You can manage access to Azure resources in the Azure portal. Open a new browser tab so that you
can keep ADF Studio open — unsaved changes are discarded when you quit ADF Studio.

1. Browse to your data lake resource blade — you can find the lake in the list of recent
resources on the portal home page, or by selecting your resource group to see the resources
it contains, or by using the search box in the portal’s top menu bar.

2. Click “Access control (IAM)” in the storage account (data lake) resource blade.

3. Inthe “Grant access to this resource” tile, click the “Add role assignment” button.

4. Inthe “Role” tab of the “Add role assignment” blade, choose the “Storage Blob Data

Contributor” role — this authorises read, write and delete access in your data lake. Click
“Next”.
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> adflabs2023-adf » adflabs2023-rg > adflabs2023sa | Access Control (IAM) >

Add role assignment - P

Role  Members " Conditions (optional) Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom reles. Learn more of
Assignment type

Job function roles Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

# storage blob O Type: Al Category : All

MName T escription Ty Type T4 Category
Storage Blob Data Contributor llows for read, write and delete access to Azure Storage blob containers and data  BuiltinRole Storage
Storrre-BtolrEwtr-Srmer llows for full access to Azure Storage blob containers and data, including assigni..  BuiltinRole Storage
Storage Blob Data Reader Allows for read access to Azure Storage blob containers and data BuiltinRole Storage
Storage Blob Delegator Allows for generation of a user delegation key which can be used to sign SAS tok.. BuiltinRole Storage

] 3

| | Previous | | MNext | 97 Feedback

5. Onthe “Members” tab, specify that you wish to assign access to a managed identity, then
click “+ Select members”. In the “Select managed identities” flyout, choose “Data factory
(V2)” from the “Managed identity” dropdown, then choose your factory from the displayed
list of identities. Click “Select” to close the flyout.

» adflabs2023-adf » adflabs2023-rg » adflabs202! Select managed identities b4
Add role assignment

Subscription *

| Azure subscription 1 A% |

Role Members Conditions (optional) Reviey
_— Managed identity

[ Data factory (v2) (

<

Selected role

N Select @
Storage Blob Data Contributor et &

| Search by name |

Assign access to

O User, group, or service principal 1 adf-
(®) Managed identity /su
° i adft

Jfsuk

Members

t+ Select members

Selected members:

Name Object ID adflabs2023-adf

Remove

Iroups/a..
Mo members selected P

Description

| Cptional

| | Previous | | Next m[close 97 Feedback

7. Backin the “Add role assignment” blade, click “Review + assign”, then “Review + assign”
again to add the managed identity to the blob contributor role for your data lake.
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8. Return to ADF Studio’s Management Hub, then click on your data lake linked service to re-
open the editing flyout. Click “Test connection” again, and verify that this time the
connection test succeeds. (If the test fails, wait a few minutes, then try again — it may take a
short time for permission changes to take effect). Click “Cancel” to close the linked service
flyout.

9. When a data factory is not connected to a Git repository, the only way to save your changes
is to publish them — click “Publish all” in the top menu bar to do so.

bl

By DataFactory “Z Validate 2 [ENREIIEETN 1 ] Preview experience c‘ off O W

« . .

- Linked services

General X R . . ¢
y Linked service defines the connection information to a data store or compute. Learn more []
* [ Factory settings

+ MNew
@ Connections
gy ® s [ Fiter by name
! I Integration runtimes Shawing 1 - 1 of 1 items

‘e © Microsoft Purview Name Ty Type Tu Related Ty Annotations Ty

Source control ® E AzureDatal.. {} T[]  Azure DatalakeStor. 0

&S it ranfirieation

Recap
In Lab 1 you have:

e created an Azure resource group

e created data lake storage

e created an instance of Azure Data Factory

e created and authorised a connection from the factory to your data lake storage.
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