
Module 8
Security

• Service Principals

• Managed Identities

• Azure Key Vault Integration

• Customer Managed Keys

• Pipeline Access & Permissions

BEGIN --get ready

SELECT
[Contents]

FROM
[Training]

WHERE
[Module] = '8';
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Microsoft Cybersecurity Reference Architectures
MCRA

aka.ms/MCRA

https://docs.microsoft.com/en-us/security/cybersecurity-reference-architecture/mcra

https://aka.ms/mcra
https://docs.microsoft.com/en-us/security/cybersecurity-reference-architecture/mcra


Microsoft Cybersecurity Reference Architecture
Capabilities
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Service Principals
Terminology Clarification & Properties

Service Account Service Principal Name SPN System User Application Registration

• Display Name

• Application ID

• Certificate

• Secret(s)

• Owner

• Tenant ID

• Object ID

• Description

• Expiry Date

• Secret Value

• Description

• Expiry Date

• Secret Value

• Description

• Expiry Date

• Secret Value

Has to be named users, cannot be an AAD Group.

Places that request the Object ID, typically mean the Application ID.

Value is generated for you at creation time.

Build a secret recycling process into your 
operational support plans.

$sp = New-AzADServicePrincipal -DisplayName ServicePrincipalName

https://docs.microsoft.com/
en-us/azure/role-based-
access-
control/troubleshooting

Subscription Role
Assignment Limit

https://docs.microsoft.com/en-us/azure/role-based-access-control/troubleshooting
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Managed Identities

System Assigned

Service Account Managed Service Identity MSI System User Enterprise Application

User Assigned



Using Managed Identities

Function Key

https://docs.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-directory-readers-role

Directory 
Reader

https://docs.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-directory-readers-role
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Key Vault Integration – Option 1

Key Vault

Other Resources

Linked Service

Managed 
Identity



Key Vault Integration – Option 2

https://docs.microsoft.com/en-us/azure/data-factory/how-
to-use-azure-key-vault-secrets-pipeline-activities

Set Variable

Secret Name

Web

Get Secret Value

Key Vault

Managed 
Identity

https://docs.microsoft.com/en-us/azure/data-factory/how-to-use-azure-key-vault-secrets-pipeline-activities


Demo

C#

Python

PowerShell

Scala
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Customer Managed Keys

1 Linked Services

2 Datasets

3 Activities

Pipelines4

5 Triggers

6Integration Runtimes

Azure IR

Hosted IR

SSIS IR
Encrypted with a Microsoft Managed Key

Encrypted with a Customer Managed Key

+



Customer Managed Key

Get
Wrap Key
Unwrap Key

Limitations and Issues

• Customer keys can only be stored in Key 
Vault.

• Can’t be applied to existing Data Factory 
instances.

• Doesn’t work with Managed Virtual 
Networks.

• Can’t be included in ARM templates 
definitions.

• Must be manually version controlled.

Key Vault

Managed 
Identity

System Key Customer Key
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Accessing Everything via Data Factory

Azure Data 
Factory

Azure
Tenant

Azure Active

Directory
User
Account

Connection Administrator

Pipeline Executor

Dataset Reader 



Accessing Data Factory – Custom Roles

Azure Data 
Factory

Azure
Tenant

Azure Active

Directory
User
Account

"Actions": [
"Microsoft.DataFactory/operations/read",
"Microsoft.DataFactory/factories/pipelines/read",
"Microsoft.DataFactory/factories/linkedServices/read",
"Microsoft.DataFactory/factories/datasets/read",
"Microsoft.DataFactory/factories/dataflows/read",
"Microsoft.DataFactory/datafactories/read"

],

ADF Pipeline Executor ADF Reader



Accessing Data Factory – Custom Roles

Azure Data 
Factory

Azure
Tenant

Azure Active

Directory
User
Account

ADF Pipeline Executor ADF Reader

Azure CLI PowerShell Portal Resource Group UI
 

Set per Subscription

Premium Tenant



Data Integration Pipeline – Security Layers

Dedicated Integration Runtimes

Customer Managed Keys

System Managed Identities

User Managed Identities

Key Store Integration

Custom User Access Roles

Private Endpoint Connections

Default User Access Roles

Integrated Credentials (Preview)

Service Principals

Auto (Default) Integration Runtimes



Data Integration Pipeline – Security Layers

System Managed Identities

Key Store Integration

Default User Access Roles

Service Principals

Auto (Default) Integration Runtimes
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SELECT
[Contents]

FROM
[Training]

WHERE
[Module] = '8';

END; --module, fetch next


