
Module 7
VNet Integration

• Managed VNet's

• Private Endpoints

• Firewall Bypass
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Further VNet Connections
For a Data Engineer
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Public Connections

blob.core.
windows.net

Managed
Identity

* Trusted access based on system-assigned managed identity.

https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security?tabs=azure-portal

Microsoft.DataFactory/factories

https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security?tabs=azure-portal


Demo
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VNet Integration with Synapse

           m{region}-rg-prod-dpxxxxx

Data Platform Resource Group

           m{region}-rg-prod-dpxxxxx

Synapse Managed Resource Group

Spark Pool

Dedicated 
SQL Pool

Serverless 
SQL Pool

Microsoft Managed VNet

Managed 
Firewall

Managed 
Private 

Endpoints

Private 
Endpoints

Service 
Endpoints

Network 
Interfaces

Integration 
Runtimes

Peered Corporate VNet s
With Express Route

Site

DATA SOURCES

SaaS

Build Agent Pool

Typical Wider Platform 
Integration Beyond 

Synapse

Key

Network Connection
Environment Boundary
Platform Boundary
Logical Connection
Resource Dependency
Resource Wrapper

VNet

Subnet

https://mrpaulandrew.com/2021/06/10/t
hinking-about-an-azure-synapse-analytics-
physical-architecture-v1/

Synapse Physical Architecture

Synapse Analytics – Private Link Hubs
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VNet’s with a Data Mesh Architecture
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Building a Data Mesh Architecture in Azure

Theory vs Practice

Option 1 – Full VNet Peering

Option 2 – Hub & Spoke VNet Peering

Option 3 – Targeted Service/Private 
Endpoints

https://mrpaulandrew.com/tag/data-mesh-vs-azure/
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